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Physical

communication

interface type

Communication

type

Protocols OSI Layer

802.15.X Series

(ZigBee,

Bluetooth, RFID,

etc)

Wireless NWK/APS/API  defined  by  each

standardisation body (all non-IP)

Network/Transport/upper

WiFi Wireless IP/TCP-UDP Network/Transport/upper

UWB Wireless Baseband/LinkManager/L2CAP

(non-IP)

Network/Transport/upper

Sensor  network

busses  (e.g.

CAN,  Profibus,

etc)

Fixed Up to data link Data Link

Serial Fixed Up to data Link Data Link

USB Fixed, Wireless Up to Data Link Data Link

DeviceNet Fixed DeviceNet network and transport Network/Transport/upper

ControlNet Fixed ControlNet network and transport Network/Transport/upper

Ethernet/IP Fixed IP/TCP-UDP Network/Transport/upper

Power  line

(KNX,

LonWorks)

Fixed Network/transport  layers  according

Network layer/Transport to KNX and

LonWorks specifications

Network/Transport
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Layer Threat Requirements Targets[1] Approaches

Transport Ping/ICMP flood attacker  being  part

of  the  network,

ICMP

All connected devices

Synflood TCP, attacker  being

part of the network

All connected devices

Network Neighbor

discovery attack

Neighbor  Discovery

protocol

Networks  using

unauthenticated  ND

protocol

Authentication  support  for

ND protocols

Wormhole Mesh networking Multihop  wireless

networks

Specific  hardware,  time

constraints  on  packet

delivery

Black hole Attacker  being  part

of the network

Multihop  wireless

networks

 Don’t  use  plain  distance-

vector based protocols.

Link Spoofing - All  networks,  especially

wireless

Packet authentication

Eavesdropping - Wireless networks Encryption

DoS – Collision - Wireless networks Use UWB, increase datarate

DoS – Exhaustion - Embedded  wireless

networks

Link-layer Intrusion detection

Replay  protection

att.

Replay protection Multihop  wireless

networks

RANBAR, Tesla
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